UHIOCCTPAX

MpocTo 6bITb YBEPEHHbIM

CtpaxoBaHue Kubep-puckos



UHIOCCTPAX

MpocTo 6bITb YBEPEHHbIM

N3 npe3eHTauun Bbl y3HaeTe oTBeTbl Ha criegylouime BOonpocChbl o
nonmce ctpaxoBaHUs Kubep-pUCKOB:

= OT yero sawumjaeT?

= Kakue cywecTBYIOT UCKTIOYEeHUa?
= KakoB pblHOK?

» Kakue 6biBaloT yObITKU?
= KaK YCTpO€eH npouecc yperynimpoBaHus YObiTi
= Kak onpepensieTcsl pasmMep CTpaxoBOro BE



UHIMOCCTPAX
OT q e ro 3a |.|.|, M ma eT? MpocTO GbITh YREPEHHbDIM

Buabl NOKpPbITUSA

a) LeneHanpaBneHHas (TapretMpoBaHHasl) KOMMbIOTEpPHas aTtaka, Bkiodad DDoS-aTaky uenbto
KOTOPOW SIBNSIETCA:

e 3axBaT KOHTpoNs (NoBbilleHMe npaB) Hag MHPopMaLumMoHHOM cucteMom CTpaxoBaTesid
« pgectabunmsaumsa NC
* OTKa3 B OOCNY>XMBaHUM

b) BHegpeHue BpeaoHOCHbIX KOMMbIOTEPHbIX MporpaMM (BUPYCOB), pa3paboTaHHbIX TpeTbuMun
nuamu, B MHpopMaumnoHHyro cnuctemy CTpaxoBaTens;

c) BHe3anHble U HenpeaBuUOeHHble TexHuuyeckune cbom B padbote MHPOPMaAUMOHHOM CUCTEME
CTpaxoBaTensi, HenpegHaMepeHHble ownbkn PaboTHukoB CTtpaxoBaTtensa, [logpsagyumkos
CTpaxoBaTens, KOTopble NPUBENIN K TaKUM COOSIM

d) CobbiTua (puckun), ykasaHHble B M. a) M n. b), yMblWEeHHO coBeplueHHble PaboTHukaMm
CtpaxoBaTtens, B OOUHOYKY U B CroBOpe C APYrMMuM anuamMm



UHIMOCCTPAX
OT q e ro 3a |.|.|, M ma eT? MpocTO GbITh YREPEHHbDIM

Bo3MellaloTca YGbITKM BCneancrsume cnepyrwoumnx cnyvaes

5  VYTpaTa 3NEeKTPOHHbIX [OaHHbIX WU/MAM  KOMMbIOTEPHBIX MPOrpamMM, HaxoOAWMXCAa B
-
== COBCTBEHHOCTM UM 3aKOHHOM BNaAeHUM/NONMb30BaHNMA

r‘i XveHne MHTenNneKTyasbHOM CobCTBEHHOCTM CTpaxoBaTe sl B 3/1EKTPOHHOW ¢dopmMe

HenpaBoMepHOEe WCMNONb30BaHUE BbIYUCIUTESNIbHbLIX pecypcoB CTpaxoBatena TpeTbUMU
NTMLAMU (CraM-paccblfikn, yydacTtme B botnet-cetm oT MeHn CTpaxoBaTens, ManHUHE 1 Opyrue)

Ot
m Knbep-BbIMOraTenbCTBO B OTHOLWEHUM CTpaxoBaTens

[lepepblB B KOMMepyeckon (NpounsBoOCcTBEHHOWN) peaTtesibHoCcTU CTpaxoBaTtens wm3-3a

x  HeOOCTYNMHOCTU, 3HAUUTESIbHOMO CHUMKEHUSI MPOMU3BOAUTENbHOCTU, HapyleHun B paboTe
NHPOPMaLMOHHOW CUCTEMbI U/UNNA YaCTUYHOM UM MOSHOM HeOOCTYNHOCTU KOMMbOTEPHOM
cnucTteMbl CTpaxoBaTesia, HegOCTYNHOCTUN SM1eKTPOHHbIX OaHHbIX

= TpeboBaHMS O BO3MELWEHUM Bpeda B CBA3M C HACTYNJIEHMEM OTBETCTBEHHOCTU Mepen
TpeTbUMM NMUAMK 3a Bped, NPUYMHEHHDbIA B pe3y/ibTaTe HapylleHUsa KOHPUOEHUMaIbHOCTH,
BKJ1HOUAst OTBETCTBEHHOCTb 3a pa3r/lalleHre NepCcoHasibHbIX gaHHbIX




UHIMOCCTPAX
OT q e ro 3a |.|.|, M ma eT? MpocTO GbITh YREPEHHbDIM

Bo3MellaloTca YGbITKM BCneancrsume cnepyrwoumnx cnyvaes

TpeboBaHMA O BO3MELWEHUW Bpeda B CBA3M C MPUYMHEHME Bpeda >XM3HU U 300POBbIO
TpeTbUx NnL
pe3ynbTaTe Moboro M3 3acTpaxoBaHHbIX PUCKOB

TpeboBaHMA O BO3MelWleHMW Bpeda B CBA3M C MPUUYMHEHMEM Bpeda WMMYLLECTBEHHbIM WU
= HEUMYLLECTBEHHbIM MHTepecaM TpeTbux UL, B pe3yfbTaTe peann3aumm 3acTpaxOBaHHbIX
PUCKOB

XnweHune [eHeXHbIX cpeacTB U UeHHbIXx byMar CTpaxoBaTens TpeTbMMU NLAMU MYTEM:

* HenpaBoMepHOro BBegeHMsa B ero MHPOPMAUMOHHYIKO  CUCTEMY  3N1IEKTPOHHbBIX  KOMaHQ,
NOArOTOBMEHHbIX WM MOOAUDPULMPOBAHHbLIX TpeTbuMn MuamMm  6e3 BegoMa WMAM  COrlacus
CTtpaxoBaTens (ero PAOOTHMKOB, MMEoLLMX MnpaBo
Ha pacrnopsiXXeHne OeHeXXHbIMU cpeacTeaMmm CTpaxoBaTens)

e B pe3ysbTaTe HenpaBoMepHOro nepesopga [OeHeXxHbiX CpeactB WM UeHHbIX Oymar co cueTa
CTpaxoBaTensi MnyTeM KOMMNpOMEeTaLUMNM KoY ero 2/IEKTPOHHON NognmMcun (3NeKTPOHHOW Nognucu v,

MMEIOLLMX MPaBO Ha PacCnopshKeHME OeHEeXHbIMU cpeacTBamMm CTpaxoBaTens)

E XreHme 3aCTpaxoBaHHOIo nmyuwectea, MHOro, Yem HeHe>Hble cpeactBa U LIeHHble 6yMar|/|



UHIFOCCTPAX

OT q e ro 3a |.|.|, M ma eT? MpocTO GbITh YREPEHHbDIM

Bo3MellaloTca YGbITKM BCneancrsume cnepyrwoumnx cnyvaes
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[Mbenb nnu nospexkaeHmne KomnbioTepHoro obopynoBaHua CTpaxoBaTenis B pe3y/bTaTe
peanusaumm noboro N3 3acCTpPaxoBaHHbIX PUCKOB

Mbenb v  noBpexaeHune [pounsBoacTBEHHOro  obopynoBaHusa  CTpaxoBaTtend,
HaxoOdallerocd nod rMpPsMbIM  OnepaunMoHHbIM  KOHTponeM WHMOopMaLUMOHHON CUCTEMDI
CTpaxoBaTens, B pe3y/ibTaTe peanmsaumm ntoboro n3 3acTpaxoBaHHbIX MO PUCKOB

Yuwepb genosow penyTtaumm CTpaxoBaTtens

Pacxofbl Ha 3aWmTy

Pacxogpbl, cBda3aHHble C [1peTeH3nsaMn no cTaHgapTaM 0e30MacHOCTM OaHHbIX MHOYCTPUMU
nnaTexHbix kapT (PCI DSS)



UHIFOCCTPAX

Ka KM e Cyu.leCT BYI'OT M CKn I'oq e H Mg? MpocTo ObiTh YBEpEHHbIM
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[NMpUUMHEHWe Bpeaa OKpY>XatoLen npmpogHon cpene

BoHa, BOeHHble onepauumn (BHe 3aBUCUMOCTU OT TOro, bbifla M1 0obsaBNEHa BOMHA UMK HET)

HenuueH3noHHoe nporpaMMHoe obecneyeHue

3anlaHMpPOBaHHbIN NepepbIB B AEATENIbHOCTU

HecnocobHocTb MHPOPMaLUMOHHOM CUCTEMDI CMPaBUTbCS C 3arnpocamMu

[MoBTOpPHbIE YObITKMN

YMblILUIEHHbIE 0ENCTBUA CTpaxoBaTend I/I/I/IJ'II/I OTBETCTBEHHDbIX COTPYOAHUKOB,
npegHamMmepeHHoe HapylweHune 3dKOHOOaTEe/1IbCTBa, npegHamMepeHHas OCTaHOBKA
OedATeJ/IbHOCTHU



UMHIMOCCTPAX
KakoBbl NpakKTUKN U BO3MOXXHOCTU CTPaAxXoOBOro pbiHKa? pocto urs yaeposna

% CTpaxoBble CyMMbl Mo gorosopam B cpepaHeM coctapnsitoT oT 100mnH po 300mMnH py6neit

O6LLelt eMKOCTU BCEX CTPAXOBLUMKOB Ha PbIHKE XBaTUT, YTOBbI 3aLUMTUTL UMYLLECTBEHHbIE
MHTepechl OTAENbHOM KOMMAaHMM Ha cyMMy Ao 2=2,9Mnpa. py6reit

Tapud 3aBUCUT OT 06bEMa NOKPbITUS, KOTOPbIM MOXET BbITb OUEHb Pa3HbIM:
B cpeaHeM Tapud coctasnsieT 0,5-1,5%



MHIOCCTPAX
Kak ycTpoeH npouecc yperynmpoBaHusi yobITKOB? Fp0cTo Baite yaeper

FW/ KnneHT pukcnpyeTt MHUMOEHT, PUKCUPYET YObITKU, 3a8BISET B MPaBOOXPaHUTESNIbHbIE OpraHbl
'/ N CTPAXOBLUUKY

N\

CTpaxoBWMK  3anpawmBaeT  OOKYMEHTbl UM 3anucu, MNoaTBepXKOalowme  xapakTep

@ N pasMep NpUUYMHEHHOro yulepba, MOHEeCEHHbIX YObITKOB, a TakXXe MPUUYNHHO-CIeACTBEHHYIO

y. CBA3b MeXay COoObITMEM (aTakon, BUPYCOM, COOEM U Mp.) U MPUUYMHEHHbLIM YwepboMm /
ybbITKaMKn, aHaNN3NpyeT, NPUHMMAET peLleHne O BbinaaTe Uim oTkase

N\

#r
‘*&“ Ona  yperynmpoBaHUS CNOXHbIX WU/MM  KPYMHbIX YObITKOB MNPUBEKAOTCA HEe3aBUCUMbIE
3KCNEepPTbl, KOHCY/IbTaHTbI, ayAUTOPbI M JTIOCC-aaykacTepbl



UMHIMOCCTPAX
Kak onpepenseTtcs pasmep CTpaxoBOro BO3MeLl,eHUs? Mpocro Gus yseperew

Ona onpegeneHusa pasMepa BO3MeELLUEHUS Mpu HAaCcTYN/1eHUM CTPaxXOBOro criyyas
CTPaxoBLMKN OObIYHO:

l‘ OueHuBaloOT dakTHuecknin NpsaMor GUHAHCOBLIM YILLEPO, NoHeceHHbI opraHn3aLmei

| YUUTbIBAIOT cornacoBaHHble IMMUTbI Bo3MelleHus 1 ppaHLLIn3bI

;&uﬂ MoryT npuBnekaTtb He3aBUCUMbIX DKCMNEPTOB U OUEHWMKOB O79 aHanmM3a CcoObiTUMN U
M nocnencTBuUm



NHroccTpax npepnaraeT NokpbiTue,

—

YYnUTbiBarowee CI'IeLI,VI(I)VIKy nedaATes1IbHOCTU KITMEeHTaA:

LLUnpoknin ganasoH CTPaxoBbiX CYMM B 3aBUCMMOCTM OT NOTPEOHOCTEN KNTMEHTA
[MepcoHanM3npoBaHHbIN HABOP MOKPbIBAEMbIX PUCKOB

@
oY

& 'mbkas TapudHas NONNTUKa

MHOuBMAOyaibHble NPeasioXKeHUs No PacluMpPEeHMIo CTPaxoBOro NOKPbITUS

UHIFOCCTPAX

MpocTO GbITh YREPEHHbDIM



MHIOCCTPAX

MpocTO 6bITb YBEPEHHDIM



